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#02 Network Research
[NMTPN NIVY 50]

Text Manipulation
Protocol and Services
Diving into Packets
Windows Network Tools
Linux Network Tools
Network Attacks
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#04 Penetration Testing
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e Passive Information Gathering
Active Information Gathering
Scanning

Working with Metasploit
|dentifying Vulnerabilities
Exploitation

Post Exploitation
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Numeral Systems
Networking
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#03 Windows Forensics
[NIMTPN NIVY 70]

e Drives and Disks
Windows OS Structure
Forensics Workstation
Data Acquisition
Windows Artifacts

Data and Files Structure
Carving Data
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#06 Python Programming
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e Python & Jupyter Basics
e Functions
e Conditionals
e Nested Conditionals & While
Loops
e Sequence indexes
e Sequence Manipulation
e Sequence Iteration
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#08 SOC Analyst

[NIMTPN NIVY 55]
e Working with Events
e Firewall (pfSense)
e SIEM (ELK)
e MITRE ATT&CK
e | og Analysis
e Splunk
e Threat Hunting
¢ Incident Response
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e Network Security
Fundamentals
Network Attacks
Capture the Network
Analyze the Network
Setting a Domain
Domain Enumeration
Domain Exploitation
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#07 Al and Cyber Security
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* Introduction to Artificial
Intelligence & Cyber Security
Basics

e Alin Cryptography, Social
Engineering Defense, Ethics
and Incident Response

e Hands-on Al in Cyber Security
projects

NN 7712 ,02"Da Al 'iwn A7wn 0T 71ITIn

71TIN2 NI9FNN APNNENMYIO AT Al NIVXDNA
7V NDTPND N1N7 Al''DDIAN D'OP'INO INNON AT
JI0wn

2
NY70120T 10 "MIY72 TR7A AT 71ITID

JohnBryce.co.il | * 6460 | D'7wIN' | N9'N | 2'AN-7N \7)



=)
0 7]
matr:xn:;-ﬁ

#10 CCNA

[NXY NTN7 NI 100 7V0 - Mpn ndWy]
Introduction to Network (ITN)
Switching, Routing & Wireless
Essentials (SRWE)

Enterprise Networking, Security
& Automation (ENSA)
Intro - Check Point VPNs
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#09 Network Forensics
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Manual Monitoring
TShark

Scapy

IDS and IPS in depth
Router Configuration
DarkNet

WiFi Exploitation
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